HNuadbopManinoHHasa NaMATKA AJIA 00yJaIOIUXCH

C KaxxabIM T'OJIOM MOJIOAEKHU B HNHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe el PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTI'O KOJIMYECTBa
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U HpO6J’IeMbI. dTa mamsaTKa AO0JI2KHAa ITOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CETH.

KomImbroTepHbBIE BUPYCHI

KoMmmplOTepHBI  BUpYyC - 5TO Pa3HOBUAHOCTh KOMITBIOTEPHBIX  IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHWE K 3TOMY, BHUPYCHI MOTYT IOBPEIUTH WJIM IIOJHOCTHIO YHHUTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIbHBIE II0JH30BATEN0, OT HMMEHU KOTOpPOro ObLia
3alyllleHa 3apaKéHHas IIpOorpaMMa, a TaKKe TIOBPEUTh WU JJa’Ke YHUUYTOXKUTH
OIIEpAllIOHHYI0 CHUCTEMY CO BceMHU (aiyamMu B I[eJIOM. B OGOJBIIMHCTBE CiIydaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnionp3yil coBpeMeEHHbBIE OIlepallMOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBauBai mavT (Hu@pPOBBIE 3aIUIATKHU, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IIEJIBI0 JIOPAaOTKH MPOrpaMMbl) M Jpyrue OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CKaumBall UX TOJIBKO € O(PUIIMAIILHOTO calTa pa3zpaboTumka
OC. Ecu cymiecTByeT peXUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJTFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEDE II0J IIpaBaMU I10JIb30BATE/IA, 4 HE a/IMUHHUCTPpaTOpa.
9TO He MO3BOJIUT 6OJIBIJ_II/IHCTBy BPpE€AOHOCHBIX IIPOIrpaMM HHCTAJIJINPOBATHCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDPE;

4. Vlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTEE, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU I0CTY K KOMIBIOTEPY /1J1 HOCTOPOHHUX JIUIL;

6. Mcnosp3yil BHellIHMEe HOCUTeIU UHGPOPMAIUY, Takue Kak (ielika, AucK win Qaiin
U3 UHTEPHETA, TOJIbKO U3 MpOo¢depeHHBIX HCTOUHUKOB,

7. He oTkpbIBall KOMObIOTEpHBIE (alIbI, OJIyUeHHbIE U3 HEHAJEKHBIX MCTOUHUKOB.
Haxe Te (aiyibl, KOTOpPbIE MPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPABJIAI
JIY OH Tele uX.

Cetu WI-FI

Wi-Fi - 510 He Buj Nepefaum JIAaHHBIX, HE TEXHOJIOTHSA, a BCErO JIMIIb OPEH/, MapKa.
Eme B 1991 roay HuAepsaHJcKas KOMIIAaHUA 3aperucrpupoBaia 6penzs; « WECA», uro
oboszHauanmo ciaoBocodyeranue «Wireless Fidelity», koropwrii mnepeBomuTcs Kak
«0OecrpoBOHAS TOUHOCTH».

Jlo Hamero BpeMeHH /IOLLIa Jipyras abOpeBuaTypa, KoTopas fABJISETCA TaKOU Ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO ¢ HAMEKOM Ha
CTaHAAPT BbICIIMU 3ByKoBoU TexHUKH Hi-Fi, yTo B mepeBojie 03Ha4YaeT «BBICOKAS
TOYHOCTB».



Jla, OecIIaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme 3SKCOEepThl CUYWUTAKOT, YTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYI HWHMoOpManuio depe3 obmmenoctymabie Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbszoBanmu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIUYAHUIO, OJHAKO HEKOTOphIe
MIOJIb30BATEIN AKTUBUPYIOT €€ JJI y/100CTBA UCIIOIb30BaHUSA B paboTe wiu yuebe;

4. He ncnonp3yit mybsmmunasiii WI-FI 11 mepemaun JTUYIHBIX JAHHBIX, HAIIPUMeEp JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHeHue yepe3 HTTPS, a we HTTP, t.e. npu
Habope Beb-aspeca BBOAYM UMeHHO «https://»;

6. B wmob6wipHOM TestedoHe OTKIIOUM GyHKOU «Ilogkmouenme kK  Wi-Fi
aBTOMaTHuYecKu». He momyckail aBTOMaTHYeCKOro MOAK/IIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

ConmanpHble CETH aKTUBHO BXOJAT B HAIIY »KU3Hb, MHOTHE JIIOAU PAOOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBad MUIUAP/L YEJIOBEK, UTO ABJISAETCS
OJTHOM CebMOU BCEX JKHUTeJIeH IUIaHeThl. MHOTrHe IMOJIb30BaTe I He MOHUMAIOT, YTO
nHboOpMaIus, pa3MelleHHas WMU B COIMAJIBHBIX CETSIX, MOXKET OBITh HalfileHA U
HCIIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE He 00513aTeTbHO ¢ 6J1arnMu HaMepPEeHUsIMH.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsaX He JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBowo YacTHyIo Ku3Hb. He ykaspiBail maposu, TenedoHsI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JAYHYI0 WHPOpPMANuo. 3JIOyMBINIJIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKU €e B UHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATEN BUEJIN, UTO ThI 3arpy:kaenib? [logymaii, mpexie yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE pPeayIbHOE
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U ITpoyee;

5. M36eraii pasmemenus ¢gortorpaduii B IHTEpHETE, T/ie ThI N300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeJINTh TBOE MECTOIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIOJIH30BaTh CJI0KHbBIE ITAPOJIH,
cocrosye u3 OykB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 1715 conuaIbHOM CeTH, MOYTHI U APYTHX CAUTOB HEOOXOJIMIMO HCIIOJIb30BaTh PA3HbIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKH TOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

ONIeKTPOHHbIE IEHbI'H — 3TO OUYEeHb YAOOHBIN CIoCcOo0 IIaTekel, OTHAKO CyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHUM (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAHO B 3aKOHe, IJie UX
pasziesII0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO
AHOHUMHBIE - BTO Te€, B KOTOPBIX paspeliaercs IPOBOAUTH oOIepanuu 6e3
uaeHTUUKAIIUYA TT0JIb30BaTENsA, a B HEAHOHHMHBIX HIEHTH(DHUKAIUKM I10JIb30BaTE IS
ABJIAETCS 00s13aTEeIbHOM.

Takske ciiefyeT pa3janyarh JIEKTPOHHBbIE (puaTHbBIE JeHbrH (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(dHUATHBIE JIEHbI'H (HEe PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXXHBIN TapOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3y# o/iHOpa3oBhie maposu. Ilocjie mepexosa HAa YCUJIEHHYI) aBTOPU3AI[UIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WUJIM IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YrafaTh CJIOKHBIHN
naposib. HazieskHbple maposim — 3TO MapoJiv, KOTOpble COZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, APl U HECKOJIHKO CHUMBOJIOB,
TaKHe KakK 3HaK /I0j1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA 0YTa — 3TO TEXHOJIOTHA U IPEIOCTABJIsIEMbIE €10 YCJIYTU 0 IepechlIKe
U TIOJTyYE€HUIO BJIEKTPOHHBIX COODINEHUH, KOTOPhIE PACIIPEIEJISIIOTCS B KOMITBIOTEPHOM
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
UMs_T0JIb30BaTeNsA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul POCTOr0 TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcHOBHBIE COBETHI 110 He30MacHO paboTe ¢ 5JIEKTPOHHOM MOYTOMU:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEINIb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO wHpopMaruo. Hanpumep, jydine BbIOpaTh
«MY3BIKaJIbHBIU_(DaHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. HMcnonb3y# ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOTZ[a IOMHMO HapOJIs HY?KHO BBOJHUTD
KO/JI, IpUChLIaeMbIi 110 SMS;



4. Bpibepu cJIOKHBIN maposib. [ KaXkIOro IMOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJle>KHBIN, YyCTOMUUBBIA K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnb3yil HECKOJBKO IOYTOBBIX ANIUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HaJ/I0 UCI0Ib30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBail (aiiyibl U JIpyryue BJIOXKEHUS B MHChbMaX Jla’Ke €CJIM OHU MPHUIIUIN OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHCE IE€pe]] 3aKPHITUEM BKJIAJIKU C
caliToM He 3a0y/1b Ha)KaTh Ha « BBIATH».

KubepOy IMHT WU BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TpecyiefloBaHHWE COOOIEHUSAMHU, COAEPKAIMNUMH OCKOpPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYJIIMHTOM

1. He Opocaiicst B 60M. JIydmmuid crmocob: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCsI, TO BHAUYaJIe YCIIOKOUThCS. EC/IM ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH HAa OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa30kKIKellb KOHDIIVKT;

2. Yrpasiai cBoeli kubeppelyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyIMraHCKUi 0O6pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh X Oy/IeT KpaiiHe 3aTpy/THUTEIBHO;

5. Coburoait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. VrHopupyél emuHUYHBIA HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. Ban arpeccopa. B mporpaMmmax o0MeHa MITHOBEHHBIMH COOOIIEHUAMH, B COITUATIBHBIX
CETSAX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHHH C OITPe/IeJIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeHCTBUS OILIEHUBAIOTCS HEraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, © Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPECTB 3AIUTHI I OI0OHBIX YCTPOMCTB ITIOKA OUE€HDb MaJIO.
TecTupoBaHuUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJUT He TaK MHTEHCUBHO, KaK ]I
ITK, To ke camoe KacaeTcss U MOOMJIbHBIX IPUI0OKEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 yVXKe IIpaKTU4eCKH [JOTrHa/Ii HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a COOOH 6OJII)H.Iy}O CJIO?KHOCTDb U
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huuero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpDOKEH, Beb KOTa
Tebe mpezIaraloT 6ecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IIATHBIE
YCIyTH;

2. Jlyma#i, mpexkjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOUHO 3HAEIID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlepallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcniob3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJI1 MOOMJIBHBIX Tee(POHOB;

5. He 3arpy»xail npusioKeHus1 OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAiTa, I/le BBOAWI JIMYHYIO UHGOPMAaIHIo, 3aiIU B
HACTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuogruecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMepe;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcsi. He 3abbiBaid
WHOT/Ia ITPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pa3BJIeUeHUs,
00'beIMHAIONINE COTHH THICSTY YEJIOBEK 110 BceMy MUPY. VITPOKH MCC/IeAyIOT JaHHBIA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]aHUs, CPA’KAIOTCA C MOHCTPaAaMH U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT /[AUCK, OIUIAYUBAIOT
ab0HEMEHT WU MIPUOOPEeTAI0T KaKUe-TO OMIIUU.

Bce aTtu cpezcrBa uAyT Ha NOAJep:KaHME U pa3BUTUE UIPHI, a TaKKe Ha caMmy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AIHH, BBIIIYCKAIOTCA HOBBIE MTATUYHN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpPaXXu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHUCTE€Mad aBTOPpHU3allNU OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ecotu ipyroii urpok BezieT ce0s MJI0X0 WM co3/aeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KMYﬁCH AAMHUHHUCTPpATOPAM HWIPDbI Ha IIJIOX0€ IIOBEAECHHE OTOro0 MUIPOKa,
JKeJiaTeJIbHO ITPUJIOZKUTD KaKKhe-TO JOKa3aTEJIbCTBAa B BUJI€ CKPHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(puIuabHble TATYHN U MOJIBI;

6. Mcnosib3yli C103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpPHl HE CTOUT OTKJIIOUATh aHTHUBUPYC. Iloka ThI Urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IIEPEMECTHJINCH B UHTEPHET, U
MIPOOJIKAIOT 3aHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIIMHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B TIOJyYEeHWH KOHOUAEHIIMAJIbHBIX JTAaHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriuiickom si3eike phishing unraercsa kak pumwunr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPee;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnomnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY MOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B3s10MAasu, TO HEOOXOAUMO TIPEeAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMJIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIN TetedOoH;
6. OTKJIIOUU coOXpaHeHUe mapoJis B Opaysepe;

7. He oTkpbiBail aiiyibl U JIpyrue BJIOXKEHUS B MHUChbMaX Jla’ke eCJId OHU MPHUIILIN OT
TBOUX Jipy3e. JIydllle yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (paiibl.

[Mudposasa penyranusa

[Mudposas pemnyTaius - 3T0 HeraTUBHAasA WM MO3UTUBHAA UHQoOpMaIusa B ceTu o Tele.
Komnpomerupyomiasga uadopmanus pasMellleHHas B HHTEpHETe MOKET CePhe3HbIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs 3 nHGOpManuu o Tede B HHTEPHETE.

TBoe MecTO JKUTEJIbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHUE, OCODOEHHOCTH
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIUBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINU B
VHTepHeTe, He TOHUMAs BO3MOKHBIX TTOCJIEZICTBUM. ThI Tajke HE CMOXKEIb J0TaIaThCs
o ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
TebOs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajaa JU OHAa B IMOWCKOBBIE CHCTEMBI UM COXpPaHWIACh JIA OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haittu mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHHUeM MPUUNHUTH BpPe. ITO MOKET OBITh KTO YTO/HO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUHT:

1. [Tomymaii, mpekze 4eM 4To-TO IIyOJIMKOBATh U IepefaBaTh y cedsa B Osiore Wiid B
COILIAJILHOM CETH;

2. B HacTpolikax npoduisg yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPOoduiisa U ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JUJIS IPy3ei»;

3. He pa3memaii 1 He yKa3bsIBaii HHGOPMAIHUIO, KOTOPAsA MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IIKOJIBHUKU- AaKTHBHBIE II0JIB30BATENU I[U(POBOTO ITPOCTPAHCTBA.
OJTHaKO JTaJIEKO He Bce 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOXKHOCTAMHU IHU(PPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPAaB HA UHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pETEHWH UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , W 3aKaHYWBasg KHUramu, ¢oTtorpadpusamu,
KUHODMIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIHHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHUSA
HayKU, JUTEPATyphl U MCKycCcTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe FapaHTUU
TOTO, YTO UHTEJJIEKTYaIbHBIN/ TBOPUECKHUH TPY/, aBTOpa He Oy/eT HAallPACHBIM, JACT eMY
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa pPe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspelieHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
ero TMPOU3BeJeHNE, PACIPOCTPAHATh, IYOJUYHO JEeMOHCTPUPOBATh, IIPOJABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, TOKA3bIBATh/UCIIOTHATH B
adupe wim pa3MmeiaTts B HTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOrO OOeclieueHUsI MOXKeT IIPUBECTH K
MHOTHM pHICKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJle YCTAHOBJIEHHBIHN He JierajibHas mporpamma. He cTout Taxske 3a0bIBaTh,
YTO CYIIeCTBYET JieTaIbHbIE B OecIIaTHbIE TPOTrPAaMMbI, KOTOPbIE MOXKHO HANTH B CETH.

O noptase

CereBUUOK.pd - TBOW IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30IMacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTUTHhCSA 34 COBETOM. A TakXKe HNPHUHATH Yy4yacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!



